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Agenda

* Basics from the FFIEC
 What is expected

« What is changing

» Qualitative factors

e Risk assessments vs.
member due diligence
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Our Reality

The shoulders on which all BSA/AML programs sit is
the assessment process.

A well thought out assessment will guarantee
compliance with regulations and maximize the
effectiveness of the program.
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What Remains a Constant

APPENDIX I: RISK ASSESSMENT LINK TO THE
BSA/AML COMPLIANCE PROGRAM

Risk Assessment Link to the BSAIAML Compliance Frogram

Fisk Assessment Internal Controls

Identify & Measure Risk: Develop Applicable:

» Roduds = Folicies.

« Samvices = Procedues
= Custamers « Syetermre

s Geagraphiclocatons « Corirols

Rt =

Risk-Based BSA Compliance Program

= ntemal controls
= Aydit
= BS54 momphance officar

= Training
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FFIEC on

Assessment Process

« Assessment is the basis for the
BSA exam

BSA/AML RISK ASSESSMENT

] BSA/AML RISK ASSESSMENT
« A poorrisk assessment can lead

to an exhaustive exam

Objective: Review the bank's BSA/AML risk assessment process, and determine whether the bank has adequately identified the

e AN incomple‘l‘e one, or one ‘I'hq‘l' ML/TF and other illicit financial activity risks within its hanking operations.
looks like a find and replace, can

|eQ d '|'Q '|'h e exdam | ner com p | e‘|'| N g Examiners must develop an understanding of the bank’s ML/TF and other illicit financial activity risks to evaluate the bank’s
'|'h e gssessme n‘|‘ BSA/AML compliance program. This is primarily achieved by reviewing the hank's BSA/AML risk assessment during the

scoping and planning process. This section is designed to provide standards for examiners to assess the adequacy of the

« A well thought out assessment
helps win arguments on
recommendations to spend on
additional resources

bank's BSA/AML risk assessment process.

https://bsaaml.ffiec.gov/manual/BSAAMLRiIskAssessment/01
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https://bsaaml.ffiec.gov/manual/BSAAMLRiskAssessment/01

Reverse engineer what
the examiner and
auditor will expect

 Analyze and document
historical illicit financial
activity

« Determine the compliance
and transactional risk
associated with each
category

« Although not required,
document triggers that
would require a review and
update of assessments

« Involve all departments
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BSA/AML RISK ASSESSMENT EXAMINATION PROCEDURES

Objective. Determine the adequacy of the bank’s BSA/AML risk assessment process, and determine whether the bank has

adequately identified the ML/TF and other llicit financial activity risks within its banking operations.
1. Determine whether the bank has identified ML/TF and other illicit financial activity risks associated with the products,
services, customers, and geographic locations unique to the bank.

2. Determine whether the bank has analyzed, and assessed the ML/TF and other illicit financial activity risks within the
products, services, customers, and geographic locations unique to the bank.

3. Determine whether the bank has a process for updating its BSA/AML risk assessment as necessary to reflect changesin
the bank’s products, services, customers, and geographic locations and to remain an accurate reflection of its ML/TF and
other illicit financial activity risks.

4, If the bank has not developed a BSA/AML risk assessment, or if the BSA/AML risk assessment is inadequate, complete a
BSA/AML risk assessment for the bank.

5. Document and discuss with the bank any findings related to the BSA/AML risk assessment process.

https://www.nafcu.org/bsa-blast/2020/may/ffiec-updates



https://www.nafcu.org/bsa-blast/2020/may/ffiec-updates

4/20/2020 Update to

the BSA Examination
Handbook
* Instructs examiners to tailor the process Bank SCCI'GCY Act/
based upon credit union’s risk profile . .
L | Anti-Money Laundering
« Provides instructions for assessing the
adequacy of the credit union’s program Examlnatlon Manual
* Instructs examiners in evaluating the
odequocy of the CerIT Uﬂ!Oﬂ s risk Federal Financial Institutions Examination Council
Ossess m e nT prOC eSS , | n C | U d | n g : Board ofGo\r‘f;:mcrs f)f'lk_le Fe_derﬂl Re;e_we S_yslem. Federal Deposit Insurance Corporation,
. . . . . . National Credit Union Administration, Office of the Comptroller of the Currency,
° Rlsk CQTegOrleS, Ond IﬂfOrmCITIOﬂ |den‘|'|f|ed Consumer Financial Protection Bureau and State Liaison Commuttee
to better assess the risk within these
Co‘l‘egories April 2020 Update

» Finalizing the exam, reminding them of the
inherent flexibility of the design

https://www.ffiec.gov/press/PDF/FFIEC %20BS A-
5. Credit Union N \SC'H'S AML%20Exam%20Manual.pdf

National
CUNA Association



https://www.ffiec.gov/press/PDF/FFIEC%20BSA-AML%20Exam%20Manual.pdf

The New and Old Process

* Do notinclude risks that are not  « Categories remain:
lossoglcted vaTh m??ey |  Product and services
aundering, terrorist financing, .
or other illegal financial . aeoggopﬂy
activities that would be embersnip
considered a predicate offense ¢ Is your data analyst at the table

o Repufqﬂoncﬂ and TO.(.]SSIST with UﬂderSTOndiﬂg
operational risks do play @ critical elements for the
role but that is left for the assessment processs

ERM committee to consider
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A dix J

1°t f R o k Banks and examiners may use the following matrix to formulate summary conclusions. Prior to using this matrix, they should
Qua 1 y O 1S complete the identification and quantification steps detailed in the BSA/AML Risk Assessment Overview section at page 18
|-\ /I atriX of this manual.
« Fast becoming a Low Moderate High

TemplaTe ThGT 1S Vlewed Stable, known customer Customer base increasing due to Alarge and growing customer base in a wide and
as IﬂGdGQUGTe base. branching, merger, or acquisition. diverse geographic area.
* More granularity and a

1 1 Mo electronic banking (e-

more dlverse rOTlng banking) He Web The bankisb bank g The bank offers a wide array of e-banking praducts
1 anking) or the Web site e bank is beginning e-banking an

SYSTem IS NOW eXpeCTed and services (i.e., account transfers, e-bill payment,

is informational or offers limited products and services.

or accounts opened via the Internet).

« Does not lead to having nontransactional.
all departments in the
room When belng On the basis of

CO m pleTed information received On the basis of information received
from the BSA-reporting from the BSA-reporting database,

° Does nO‘I' ShOW d grOSp Of reporting database, there is a significant volume of

database, there are few there is a moderate volume of large
CG-I-e Orles large currency or structured transactions.
g or no large currency or currency or structured transactions.

structured transactions.

On the basis of information received from the BSA-
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Including
quantitative data

into the assessment
 Be one step ahead

° 1 Board of Governors of the Federal Reserve System
Instructs examiners to evaluate y

. . Federal Deposit Insurance Corporation

The CI uad | |Ty Of The r|Sk Financial Crimes Enforcement Network

assessmen -|- National Credit Union Administration

Office of the Comptroller of the Currency

« Requires that the scoping of the
BSA exam be de‘l‘ermiﬂed by Joint Statement on Risk-Focused Bank Secrecy Act/Anti-Money Laundering Supervision
the risk osses;men’r and . July 22,2019
accompanying risk profile

* Does your assessment speak to
third parties in that your credit
union profile is adequately
assessed with qualitative data?

https://www.ncua.gov/files/press-releases-news/risk-
‘ Credit Union focused-bsa-aml-supervision.pdf
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https://www.ncua.gov/files/press-releases-news/risk-focused-bsa-aml-supervision.pdf

Start with
Membership

What qualitative data speaks to
your credit union’s memberse

« What are the demographics?
« How do they use youe

« What types of accounts do
they usee

« How many have perpetrated
a financial crime involved in
M/L, T/F, or other financial
crimese

IR e NASEUS
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Compare the two

Success CU membership consists of people who live and
reside and Sunny and Lakeside counties. The maijority have
natural person membership accounts. There was little fo no
activity in the last year indicating they are using the credit
union for money laundering or illegal acfivity. BSA risk is low.

VS.

Success CU membership consists of 7,321 households with
9,435 membership accounts. 38% reside in Sunny County,
55% reside in Lakeside county, 4% reside in a joining counties,
while the remaining 4% our outside of the state.

According to Federal statistics, 44% of residents work in the
blue-collar sector, 30% in healthcare, 20% agriculture, and
the remaining 6% in other types of business.

The membership accounts consist of 64% natural person
members, 10% small business, 6% frust accounts, 4%
organizational, 2% representative payee, 10% minor, 1%
custodial, and the remaining 3% consist of professional
service providers and POA.

In the past year, the credit union has identified 6 accounts
used for potential money laundering and is monitoring 12
others for anomalous activity. Listed below are the identified
potential threats associated with the Bank Secrecy Act for
each membership account type...
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CU*BASE Tools to Complete the Work...

Credit Union

National

Relationship Analysis (Tool #752)

Geographic/Zip Code Analysis
Report (Tool #382)

Where Your Members Live (Tool
#978)

Member Retention by Year
Opened (Tool #509)

Tiered Services Monthly
Comparison (Tool #856 & Analyfics
Booth)

Account Retention by Year
Opened (Tool #104)

NASEUS

CUNA Association The Nat

Channel Activity by Member Age
Group (Tool #200)

Net Relationships Dashboard (Tool
#547)

Patronage Comparison (Tool
#582)

Portfolio Analysis — CDs (Tool #591
& Analyfics Booth)

Portfolio Analysis — Loans (Tool
#595 & Analytics Booth)

Portfolio Analysis — Savings (Tool
#596 & Analytics Booth)



Membership Grasp

Natural Person

Use of core platform to analyze
transactional activity that detects

Low - 2 occurances in

Account used to layer, Moderate transactional patterns which Low 2019, Environment Mo
structure, or perform other coincide with M/L and other illegal stable
illegal activity activity
Documents used to open Best practice document and .
. L Low - O occurances in
account were forged and training outlining sound methodogy )
} Low . . Low 2019. Environment Mo
has lead to opening an for analyzing government issued
o . stable
account for a criminal id's
Account is taken over and Multi layer authentication and Moderate - 6 Requires discussion
drained through electronic High other controls outlined in the on- Moderate occurances in 2019, with upper
channels line channel risk assessment Environment unstable management
Use of core platform to analyze .
. i | activity that detect Low - 2 occurances in
ransactional activi at detects .
. Moderate . t ) Low 2019. Environment Mo
Account is used to transactional patterns associated .
] S ) under re-evaluation
exchange virtual currency with virtual currencies
Requires discussion
Moderate - 3 out of 100 with upper
Account was opened online High Use of a third party to vet Moderate memberships in 2019. management.

and CDD did not detect
potential fraudulent account

information entered and score
probability of fraud

Environment unstable®

Reconfiguration of
validation process

‘. Credit Union

. National

CUNA Association

NASCUS
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Geographic
Locations

What qualitative data speaks to
your credit union’s memberse

« What are the demographics?
« How do they use youe

« What types of accounts do they
use?

« How many have perpetrated a
financial crime involved in M/L,
T/F, or other financial crimes?

IR eonat " NASEUS

CUNA Association The National Voice of the State Credit Un

Compare the two

Success CU membership can be found in 3 northeastern
counts in Michigan. The credit union has 6 locations in these
counties with the majority of memberships utilizing the main
facility in Glen Harbor. The level of crime in the counfies
remains low and risks found are low.

VS.

Success credit union membership consists of 7,321
households with 9,435 membership accounts. 38% reside in
Sunny County, 55% reside in Lakeside county, 4% reside in @
joining counties, while the remaining 4% our outside of the
state. One adjoining county does fall into a HIDTA with 200
members residing in the county or .2% of the credit unions
membership. No counties fall in HIFCA zones.

Financial crimes statistics remain difficult at best to obtain,
however, based upon statistics published by county sheriff
departments identity theft, fraud, and embezzlement remain
at low levels as a percentage of the population.

The credit union does belong to the national shared
branching network. Last year members of the credit unions
performed 11,265 shared branching transactions and
members of other credit unions performed 6,511 fransactions
at Success credit union. Success CU member transactions
g:onsis;]ed of 85% transfers, 10% deposits in check, 5% deposits
in cash...



CU*BASE Tools to Complete the Work...

« Geographic/Zip Code Analysis
Report (Tool #382)

 Where Your Members Live (Tool
#978)

« Where Your Members Branch
(Tool #977)
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Geography Grasp

A greater propensity to have |The core contains pattern recognition to . .
] o Low. Credit Union has no
bad actors open up accounts [uncover this type of activity and the .
) ) ) ) i Mone branches in a HIDTA Mo
High Intensity Drug Trafficing  |and use them for illegal nature and purpose of account is .
o ) Environment stable
Areas activity documented at account cpening
A greater likelyhood that the Low - 0 occurances in
credit union will open The core contains pattern recogniticn to ] 2015. Credit unicn field of N
oW o
Size of credit union and accounts to criminals because [uncover this type of activity and the membership remains
forecasted growth or merger  |of expanded geographies and |nature and purpose of account is stable
activity diversity of membership documented at account opening
Increases risk of identity theft
leading to the theft of
customer funds. Also has
increased potential of illicit .
ctivit Credit Union likel Low - 2 oCccurances in
activity as Credit Union like
¥ . v Moderate 2015. Environment is Mo
does not know baseline ctable
activity. It also increase the
¥ ] ) ) Share branching activity is monitored on a
number of locations including |, _ . .
high drug traficc 4 daily basis for suspicious activity both by
[ rug traficcing an
B IE deri B our members and members of other credit
money laundering areas
Share branching activities ¥ 8 unions utilizing our credit teller lines
Increased risk of money
laundering in High Intensity
High intensity money laundering MWoney Laundering and Mone Low Mo
and related financial crimes Related Financial Crimes Area Tha credit union has no locations identified
areas (HIFCA) as HIFCA
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Products and
Services

What qualitative data speaks to your
credit union’s members?

« Reference the BSA examination
manual for selection

« What are the actual instances of
financial crime impacting products
and services?

« How are environment factors
impacting the future?

« Have products or services been
implemented since the last assessment
and have they been evaluatede
(RDC, remote loan closings,
automated account opening...)

IR e NASEUS

CU NA Association The National Voice of the State Credit Union Syste

Compare the two

Success CU offers a wide array of products and services of
which many have inherent risks associated with financial crimes.
Products such as wire transfer, home banking, and account to
account fransfer are the most likely to have risks.

VS.

Success CU has identified 8 products and services that could

pose or be used to facilitate financial crimes:

« Home banking - currently being used by 5,434 or 40% of
membership, of which 30% are natural persons and remainder
by legal entities

+ ATM and debit cards - currently being used by 7,120 or 60% of
membership

* A2A and P2P - currently being used by 300 members or 2% of
membership

» Wire fransfers - currently being used by 600 memberships of
which 400 are natural person and other legal entities

» Credit Cards - currently being used by 4,100 or 30% of
memberships

+ ACH - as of year end the credit union processed over 550,000
items, of which 4,580 were international

« RDC - new product in 2020 and currently being utilized by 679
members

» Lines of credit (primarily HELOC) — 1,251 members currently
have HELOC, of which 851 remain in their draw period

. Iv\oneg orders — Credit union sold 6,120 money orders to 3,541
memobers...



CU*BASE Tools to Complete the Work...

* Products & Services per « Auto-Post RDC Deposit
Member Dashboard (Tool#697) Dashboard

« Online Banking Activity Analysis Where Your Members Pay Bills

(Tool #1750) (Tool #1105)
 New/Closed/All Accounts  Bill Pay Subscriber Analysis
Dashboard (Tool #552) Dashboard (Tool #1106)
 New/Closed/All Memberships  Why Your Members Call (Tool
Dashboard (Tool #553) #1315)
 Fee Income/Waivers  Who Earned Dividends (Tool
Dashboard (Tool #369) #14095)
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Products and Service Grasp

Moderate - 15 Requires discussion with upper
Use of core platform to analyze . :
] o occurances in 2019, management regarding
Account taken over used to Moderate transactional activity that detects Low )
) ) o Environment unstable unemployement fraud and
layer, structure, or perform transactional patterns which coincide ) ) ) )
) ) ) - ] ) o (covid related) member social engineering
On-line services other illegal activity with M/L and other illegal activity
Documents used to open ;
) o Low - 0 occurances in
account were forged and Best practice document and training )
) Moderate o ) Low 2019, Environment Mo
has lead to opening an outlining sound methadogy for analyzing cabl
stable
account for a criminal government issued id's
) ) o Low - 0 occurances in | Requires discussion with upper
Hackers gain access to Multi layer authentication and other . ) )
) ] Low ) ) ) Low 2019, Environment management and include in
account information and sell controls outlined in the on-line channel -
) . unstahle inidence response program
it on the dark weh risk assessment
The number of times a member
accesses home banking account is a )
ored ¢ Memb o Low - 0 occurances in
monitored event. Members signin )
) Moderate _g & Low 2019, Environment Mo
Used to micro manage onto the system more than 3 times per !
) ) ) under re-evaluation
account to perpetrate a day during a given manth are reviewed
kiting scheme for deposit and check acitivty
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A d 3 K FOR ILLUSTRATION OMLY
ppen ].X Custom er Risk versus Due Diligence and Suspicious Activity Monitoring
Certain customer relationships may pose a higher risk than others. This chart provides an example of
1 1 1 how a hank may stratify the risk profile of its customers (see legend and risk levels). Because the nature
¢ Th IS Il | USTrO TI O n S h OU | d be pG rI- Of of the customer is anly one variable in assessing risk, this simplified chartis forillustration purposes only.
. The chart also illustrates the progressive methods of due diligence and suspicious activity manitoring
eve ry rIS k O Ssess m e nT systems that banks may deploy as the risk level rises. (See Observed Methods, below.)
Observed Methods of Due Diligence and Suspicious Activity Monitoring: Risk Level:
« Assists In winning the argument o ol i
relative to up-front due
diligence and ongoing P
o o financial staternert Mediurm
m O n ITO rl n g Unigue profile specific to
products and services used
tvy customer
* For -I-he mOS-I- pOrT CUS Only Basic profile, generic Lo
. . threshold manitaring
open accounts in the first three VR £ B il 1 Wi 1
'I'. 'I' 'I' Legend: Types of Customers / Accounts
Iers e ye We g.e . 1 Residen’[ Cnnsymerﬁccuum (DD, Savings, Tim_e, CD)_ a N_DnresidentAlien Qf_fshure Inv_esmr _
recommendations from third 3 Smal Cormerchl and Franchiss Bushessss 7 Wulipk Tered Accls (Maney Managers, Firancial
. . 4 CnnsumerWeanh Creat_ion {at a threshold appropriste Advisars, "Payahle Throughf‘Accnunts)
to the bank's risk appetite) 8  Offshore and Shell Zompanies
partfies that we should be doing

what is required for the last
three

IR e NASEUS
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Nexis between Assessment
and Due Diligence

» Risk matrix questions generally don't
uncover nefarious actors

« CIP and risk-based procedures for account opening
which is married to the assessment

Institutional risk assessment has already created for your
identified risk buckets

« Unusual activity questions and purpose of account
questions increase based upon the level of risk

 Risk assessment serves as baseline for ongoing monitoring

@) Credit Union N S C H'S
‘ . National :A\
ational Voice of the State Credit Union System
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Tailored due What is the experience for natural person
members at account opening?

diligence .
. Welcome fo Success CU!' I now have to grill you on
« Based on risk information we need to collect to make sure you are not
identified in types of afraudster:
accounts yOU will be * Do you expect to do wirese
. « What are your anticipated deposit and withdrawals
opening amounts?
e Based on a risk-based  How much debit card activity will you be expecting?
Gpprooch . ’thOW much ,?\ECH activity should we expect moving through
e accounts

» Will you have any international tfransactionse
« Should we expect transactions from outside the state or
country, and on what frequency?¢
VS.

Welcome to Success CU! We just need to ask a couple of
questions to better serve you. Can you tell me what is
your occupation and the nature of your account?

IR eonat " NASEUS

CUNA Association



Due Diligence
Performed at
Account Opening

. . . FIN-2020-G002
For the first fime, we have clarity lssued: August3, 2020

on C USTO mer d ue dlllge nce: Subject: Frequently Asked Questions Regarding Customer Due Diligence (CDD)

Requirements for Covered Financial Institutions.

“A covered financial institution may hitps://www.fincen.gov/sites/default/files/2020-

assess, on the basis of risk, that a 08/FINCEN%20Guidance%20CDD%20508%20FINAL __2.pdf
customer’s risk profile is low, and l. Customer Information — Risk-Based Procedures
that, accordingly, additional
information is not necessary for the

Q1I: Is it a requirement under the CDD Rule that covered financial

. o ; . institutions:
covered financial institution to , , . +
. o * collect information about expected activity on all customers at account opening, or
develop its understanding of the on an ongoing or periodic basis;
nature and purpose Of the customer * conduct media searches or screening for news articles on all customers or other
relationShip, ”? related parties, such as beneficial owners, either at account opening, or on an

ongoing or periodic basis; or

* collect information that identifies underlying transacting parties when a financial
institution offers correspondent banking or omnibus accounts to other financial
institutions (i.e., a customer’s customer)?

@) Credit Union
5 . National N:A\SC—H'S
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https://www.fincen.gov/sites/default/files/2020-08/FinCEN%20Guidance%20CDD%20508%20FINAL_2.pdf

Open Discussion

“The majority of members will be low risk. Truly focus
resources on the riskier buckets, which for the most part
should be actively managed and remain small. Very high
risk accounts should eventually be moved out, either by
ending the relationship or as the activity is eventually
considered normal.”

Do you agree? Disagree?

@) Credit Union N A SC H‘S
. National 7\
The National Voice of the State Credit Union System
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