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Agenda

• Basics from the FFIEC
• What is expected
• What is changing
• Qualitative factors
• Risk assessments vs. 

member due diligence
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Our Reality
The shoulders on which all BSA/AML programs sit is 
the assessment process.  
A well thought out assessment will guarantee 
compliance with regulations and maximize the 
effectiveness of the program.
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What Remains a Constant



© Credit Union National Association 2020. All rights reserved. 

FFIEC on 
Assessment Process
• Assessment is the basis for the 

BSA exam
• A poor risk assessment can lead 

to an exhaustive exam
• An incomplete one, or one that 

looks like a find and replace, can 
lead to the examiner completing 
the assessment

• A well thought out assessment 
helps win arguments on 
recommendations to spend on 
additional resources

https://bsaaml.ffiec.gov/manual/BSAAMLRiskAssessment/01

https://bsaaml.ffiec.gov/manual/BSAAMLRiskAssessment/01
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Reverse engineer what 
the examiner and 
auditor will expect 
• Analyze and document 

historical illicit financial 
activity

• Determine the compliance 
and transactional risk 
associated with each 
category

• Although not required, 
document triggers that 
would require a review and 
update of assessments

• Involve all departments

https://www.nafcu.org/bsa-blast/2020/may/ffiec-updates

https://www.nafcu.org/bsa-blast/2020/may/ffiec-updates
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4/20/2020 Update to 
the BSA Examination 
Handbook
• Instructs examiners to tailor the process 

based upon credit union’s risk profile
• Provides instructions for assessing the 

adequacy of the credit union’s program
• Instructs examiners in evaluating the 

adequacy of the credit union’s risk 
assessment process, including:
• Risk categories, and information identified 

to better assess the risk within these 
categories

• Finalizing the exam, reminding them of the 
inherent flexibility of the design

https://www.ffiec.gov/press/PDF/FFIEC%20BSA-
AML%20Exam%20Manual.pdf

https://www.ffiec.gov/press/PDF/FFIEC%20BSA-AML%20Exam%20Manual.pdf
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The New and Old Process

• Do not include risks that are not 
associated with money 
laundering, terrorist financing, 
or other illegal financial 
activities that would be 
considered a predicate offense 

• Reputational and 
operational risks do play a 
role but that is left for the 
ERM committee to consider

• Categories remain:
• Product and services
• Geography
• Membership

• Is your data analyst at the table 
to assist with understanding 
critical elements for the 
assessment process?
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Appendix J
Quality of Risk 
Matrix
• Fast becoming a 

template that is viewed 
as inadequate

• More granularity and a 
more diverse rating 
system is now expected

• Does not lead to having 
all departments in the 
room when being 
completed

• Does not show a grasp of 
categories
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Including 
quantitative data 
into the assessment
• Be one step ahead
• Instructs examiners to evaluate 

the quality of the risk 
assessment

• Requires that the scoping of the 
BSA exam be determined by 
the risk assessment and 
accompanying risk profile

• Does your assessment speak to 
third parties in that your credit 
union profile is adequately 
assessed with qualitative data?

https://www.ncua.gov/files/press-releases-news/risk-
focused-bsa-aml-supervision.pdf

https://www.ncua.gov/files/press-releases-news/risk-focused-bsa-aml-supervision.pdf
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Start with 
Membership

Compare the two
Success CU membership consists of people who live and 
reside and Sunny and Lakeside counties.  The majority have 
natural person membership accounts.  There was little to no 
activity in the last year indicating they are using the credit 
union for money laundering or illegal activity. BSA risk is low.

VS.

Success CU membership consists of 7,321 households with 
9,435 membership accounts.  38% reside in Sunny County, 
55% reside in Lakeside county, 4% reside in a joining counties, 
while the remaining 4% our outside of the state.  
According to Federal statistics, 44% of residents work in the 
blue-collar sector, 30% in healthcare, 20% agriculture, and 
the remaining 6% in other types of business.  
The membership accounts consist of 64% natural person 
members, 10% small business, 6% trust accounts, 4% 
organizational, 2% representative payee, 10% minor, 1% 
custodial, and the remaining 3% consist of professional 
service providers and POA.
In the past year, the credit union has identified 6 accounts 
used for potential money laundering and is monitoring 12 
others for anomalous activity.  Listed below are the identified 
potential threats associated with the Bank Secrecy Act for 
each membership account type...

What qualitative data speaks to 
your credit union’s members?
• What are the demographics?
• How do they use you?
• What types of accounts do 

they use?
• How many have perpetrated 

a financial crime involved in 
M/L, T/F, or other financial 
crimes?
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CU*BASE Tools to Complete the Work…

• Relationship Analysis (Tool #752)
• Geographic/Zip Code Analysis 

Report (Tool #382)
• Where Your Members Live (Tool 

#978)
• Member Retention by Year 

Opened (Tool #509)
• Tiered Services Monthly 

Comparison (Tool #856 & Analytics 
Booth)

• Account Retention by Year 
Opened (Tool #104)

• Channel Activity by Member Age 
Group (Tool #200)

• Net Relationships Dashboard (Tool 
#547)

• Patronage Comparison (Tool 
#582)

• Portfolio Analysis – CDs (Tool #591 
& Analytics Booth)

• Portfolio Analysis – Loans (Tool 
#595 & Analytics Booth)

• Portfolio Analysis – Savings (Tool 
#596 & Analytics Booth)
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Membership Grasp
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Geographic 
Locations

Compare the two
Success CU membership can be found in 3 northeastern 
counts in Michigan. The credit union has 6 locations in these 
counties with the majority of memberships utilizing the main 
facility in Glen Harbor.  The level of crime in the counties 
remains low and risks found are low.

VS.

Success credit union membership consists of 7,321  
households with 9,435 membership accounts.  38% reside in 
Sunny County, 55% reside in Lakeside county, 4% reside in a 
joining counties, while the remaining 4% our outside of the 
state.  One adjoining county does fall into a HIDTA with 200 
members residing in the county or .2% of the credit unions 
membership.  No counties fall in HIFCA zones.  
Financial crimes statistics remain difficult at best to obtain, 
however, based upon statistics published by county sheriff 
departments identity theft, fraud, and embezzlement remain 
at low levels as a percentage of the population.  
The credit union does belong to the national shared 
branching network.  Last year members of the credit unions 
performed 11,265 shared branching transactions and 
members of other credit unions performed 6,511 transactions 
at Success credit union.  Success CU member transactions 
consisted of 85% transfers, 10% deposits in check, 5% deposits 
in cash...

What qualitative data speaks to 
your credit union’s members?
• What are the demographics?
• How do they use you?
• What types of accounts do they 

use?
• How many have perpetrated a 

financial crime involved in M/L, 
T/F, or other financial crimes?
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CU*BASE Tools to Complete the Work…

• Geographic/Zip Code Analysis 
Report (Tool #382)

• Where Your Members Live (Tool 
#978)

• Where Your Members Branch 
(Tool #977)
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Geography Grasp
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Products and 
Services

Compare the two
Success CU offers a wide array of products and services of 
which many have inherent risks associated with financial crimes.  
Products such as wire transfer, home banking, and account to 
account transfer are the most likely to have risks.

VS.

Success CU has identified 8 products and services that could 
pose or be used to facilitate financial crimes:
• Home banking - currently being used by 5,434 or 40% of 

membership, of which 30% are natural persons and remainder 
by legal entities

• ATM and debit cards - currently being used by 7,120 or 60% of 
membership

• A2A and P2P - currently being used by 300 members or 2% of 
membership

• Wire transfers - currently being used by 600 memberships of 
which 400 are natural person and other legal entities

• Credit Cards - currently being used by 4,100 or 30% of 
memberships

• ACH – as of year end the credit union processed over 550,000 
items, of which 4,580 were international

• RDC – new product in 2020 and currently being utilized by 679 
members

• Lines of credit (primarily HELOC) – 1,251 members currently 
have HELOC, of which 851 remain in their draw period

• Money orders – Credit union sold 6,120 money orders to 3,541 
members...

What qualitative data speaks to your 
credit union’s members?
• Reference the BSA examination 

manual for selection
• What are the actual instances of 

financial crime impacting products 
and services?

• How are environment factors 
impacting the future?

• Have products or services been 
implemented since the last assessment 
and have they been evaluated? 
(RDC, remote loan closings, 
automated account opening...)
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CU*BASE Tools to Complete the Work…

• Products & Services per 
Member Dashboard (Tool#697)

• Online Banking Activity Analysis 
(Tool #1750)

• New/Closed/All Accounts 
Dashboard (Tool #552)

• New/Closed/All Memberships 
Dashboard (Tool #553)

• Fee Income/Waivers 
Dashboard (Tool #369)

• Auto-Post RDC Deposit 
Dashboard

• Where Your Members Pay Bills 
(Tool #1105)

• Bill Pay Subscriber Analysis 
Dashboard (Tool #1106)

• Why Your Members Call (Tool 
#1315)

• Who Earned Dividends (Tool 
#1405)
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Products and Service Grasp



© Credit Union National Association 2020. All rights reserved. 

Appendix K
• This illustration should be part of 

every risk assessment
• Assists in winning the argument 

relative to up-front due 
diligence and ongoing 
monitoring

• For the most part CUs only 
open accounts in the first three 
tiers…yet we get 
recommendations from third 
parties that we should be doing 
what is required for the last 
three
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Nexis between Assessment 
and Due Diligence

• Risk matrix questions generally don’t 
uncover nefarious actors

• CIP and risk-based procedures for account opening 
which is married to the assessment

• Institutional risk assessment has already created for your 
identified risk buckets

• Unusual activity questions and purpose of account 
questions increase based upon the level of risk

• Risk assessment serves as baseline for ongoing monitoring
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Tailored due 
diligence

What is the experience for natural person 
members at account opening?

Welcome to Success CU! I now have to grill you on 
information we need to collect to make sure you are not 
a fraudster:

• Do you expect to do wires?
• What are your anticipated deposit and withdrawals 

amounts?
• How much debit card activity will you be expecting?
• How much ACH activity should we expect moving through 

the account?
• Will you have any international transactions?
• Should we expect transactions from outside the state or 

country, and on what frequency?

VS.

Welcome to Success CU! We just need to ask a couple of 
questions to better serve you.  Can you tell me what is 
your occupation and the nature of your account?

• Based on risk 
identified in types of 
accounts you will be 
opening

• Based on a risk-based 
approach 
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Due Diligence 
Performed at 
Account Opening
For the first time, we have clarity 
on customer due diligence:

“A covered financial institution may 
assess, on the basis of risk, that a 
customer’s risk profile is low, and 
that, accordingly, additional 
information is not necessary for the 
covered financial institution to 
develop its understanding of the 
nature and purpose of the customer 
relationship.” 

https://www.fincen.gov/sites/default/files/2020-
08/FinCEN%20Guidance%20CDD%20508%20FINAL _2.pdf

https://www.fincen.gov/sites/default/files/2020-08/FinCEN%20Guidance%20CDD%20508%20FINAL_2.pdf
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Open Discussion 
“The majority of members will be low risk. Truly focus 
resources on the riskier buckets, which for the most part 
should be actively managed and remain small. Very high 
risk accounts should eventually be moved out, either by 
ending the relationship or as the activity is eventually 
considered normal.”

Do you agree? Disagree?


	Don’t Build a House on Sand
	Agenda
	Our Reality
	What Remains a Constant
	FFIEC on Assessment Process
	Reverse engineer what the examiner and auditor will expect 
	4/20/2020 Update to the BSA Examination Handbook
	The New and Old Process
	Appendix J�Quality of Risk Matrix
	Including quantitative data into the assessment
	Start with Membership
	CU*BASE Tools to Complete the Work…
	Membership Grasp
	Geographic Locations
	CU*BASE Tools to Complete the Work…
	Geography Grasp
	Products and Services
	CU*BASE Tools to Complete the Work…
	Products and Service Grasp
	Appendix K
	Nexis between Assessment �and Due Diligence
	Tailored due diligence
	Due Diligence Performed at Account Opening	
	Open Discussion 

