vity

Abnormal Act

Auditlink

Monitoring




NCUA Expectations -
gies to



https://www.ffiec.gov/pdf/auth-its-final%206-22-11%20(ffiec%20formated).pdf

Determine What i1s Normal

e Tool numbers 774 & 775 Member Analysis - Transaction Activity

Menthiyear Sep 2017 Filter @ All @ Individual @ Organization
Member Sampling - Checking Activity Branch D [B8] ALL Branches

EEJ Teller Processing

m Loan Department Processing

[EE) Share Draft Processing
These tools W| || [EE  ATM/Debit (PIN) Processing
m Online Banking/Audio Response
m Online Credit Card Processing
. Wh at you r m Debit (Signature) Processing
Voice Response 7 R i
Checking Transactions mem be rSh | p sy AT Freasing )

Z 2 m Phone Operator Processing

NSF Transactions VOI ume IS I | ke - m Bill Payment Processing-Batch
Internet Banking [} Certificate Processing
) Direct Mail Posting
m Member Adjustment Processing
) Member Transfers
EE} Payroll Processing
m Wire Transfer Processing
m Stop Payment Fee Processing

Month/year Sep 2017 Filter @ All @ Individual © Qrganization
Branch ID |08 ALl Branches

Analysis Method

[} Savings Balance

&) Teller Transactions glve yOU an |dea Of
B ATM Transactions

ACH Transactions
Profit/Loss
Member Costs
Service Income
Loan Balance

Call Assisted

) Automatic System Processing




Selecting Your Member Groups

Configure Abnormal Activity Monitoring Settings CHANGE

Membership
Designations

« Abnormal Activity Monitoring Config
Tool #101

Jump to description starting with
Jump to code starting with

Search for description containing
m Edit
u Delete

Description Description

Active Duty HMilitary IH ITS HY BIZ TESTIHG
authorized signer IN International Addres
Business LC limited liabilty

Bankrupt CH ¥ Loss MI Individual
Business MO Organization
Corporation Its My Biz 247

Add Member Groupi " Conservatorship
= Custodial

DBA

Estate Representative Payee
Everence Finance emp SOLE PROPRIETORSHIP
Guardianship individual trust

GUARDIAH ORGANIZATIONAL TRUST
B Select m Select



_

Selecting your Origin Groups

Configure Abnormal Activity Monitoring Settings

Member group o

Description R Q]I
Used for monitoring membership designation(s) 1 selected

Origins Origin Codes Risk Level ™ From | '@
Session 2 CU*BASE GOLD - Ongin Code Select

Jump to description starting with
Jump to code starting with

Search for description containing

Description Description
TELLER PROCESSIHG DEBEIT CARD PROCESSIHG
SHARE DRAFT FROM BAMK PROCESS CU*EASYPAY! PROCESSING
Delete View LOAN DEPARTHENT PROCESSING CREDIT CARD PROCESSING
DIRECT POSTIHG PROCESSIHG AUDTO RESPONSE PROCESSING
PAYROLL DEDUCTION PROCESSIHG AUTOMATIC SYS5TEM PROCESSIHG
JOURHAL ACCT TRAMSFER PROCESS
ERROR CORRECTION PROCESSING
WIRE TRAHMSFER PROCESSIHG
CERTIFICATE PROCESSING

ACH HETWORK PROCESSIHG
| Add Origin Group ) STOP PAY FEE PROCESSING
|

PHONME OPERATOR TRAHS

m Select




Set your Levels

« Remember the high risk totals we looked at earlier?

| Session 2 CU*BASE GOLD Edition - Activity Monitoring Settings by Origin Group

Member group 01 INDIVIDUAL
Origin group description |ACH

Transaction Counts

Transaction origin codes

Combined Transaction Amount

HORMAL
ABHORMAL
HIGH RISK

From To

15, 000
20, oo
999,999,999

1 selected




Don’t Forget to Save!

e You can create as many Origin
Groups as you want.

File Edit Tools Help

Configure Abnormal Activity Monitoring Settings

Member group 01
Description INDIVIDUAL

Used for monitoring membership designation(s) m

1 selected

] Transaction Count
Risk Level From From

1 selected HORMAL

ABHORMAL

HIGH RISK
1 selected HORMAL

ABHORMAL

HIGH RISK

Combined Transaction Amount
Origins Origin Codes

H Delete u View

Save/Update I ' -

I Al Settings are based on a date range of one month of activity.
Add uiiyin Crmp

=



How to Run the Report

Monitor Abnormal Activity

Member group to menitor 0001 E INDIVIDUAL

Monitor transactions from 1st Month Prior - Monitoring settings are based on a date range of 1 month of activity
Flag if member age is below or above Include all activity for members with Due Diligence flag

DD Account Member Name Origin # Trans Trans Dollars Trans Dollars Risk Level = Last AT Tkr L TOO I #53 7 M O n i to r Ab n O r m al

AUDIO RE 3, 0DO{ABNORMAL 10707717 < “ z
NETU ABNORMAL 10/07/17
Transaction Activity
NETU ABNORMAL 10/07/17
NETU ABNORMAL 10/07/17
NETU ABHNORMAL 10/07/17
NETU ABHORMAL 10707717
NETU ABHORMAL 10/07/17
NETU ABHORMAL 10707717
AUDIO RE ABNORMAL 10/07/17
METU HIGH RISK 10/07/17
NETU ABNORMAL 10/07/17
NETU ABNORMAL 10/07/17
NETU ABNORMAL
NETU ABHORMAL 10/07/17
NETU 54|ABNORMAL 10/07/17

en ] e Y = e e o e e e o e e e e

Inquiry Tracker Review Activity Analysis

Export

Member Connect

Print Report Total # records

Total # abnormal
Total # high risk

View Configuration

Refresh List




The Columns are Sortable

Monitor Abnormal Activity

Member group to monitor 0001 E IHDIVIDUAL

Monitor transactions from 1st HMonth Prior - Monitoring settings are based on a date range of 1 month of activity
Flag if member age is below or above Include all activity for members with Due Diligence flag

DD Account Member Name Origin i Trans Trans Dollars Trans Dollars Risk Level = Last AT Tkr

DEBIT CA 30|HIGH RISK 10707717
ACH NETUW 17|HIGH RISK 10/07/17
ATH NETUW 14|HIGH RISK 10/07/17¢
DEBIT CA 29|HIGH RISK 10/07/17¢
DEBIT CA 20/HIGH RISK 10/07/17
DEBIT CA 31 |ABNDRMAL 10/07/17
DEBIT CA 20| ABNORMAL 10/07/17
DEBIT CA 66|HIGH RISK 10/07/17
DEBIT CA 19| ABNORHAL 10/07/17¢
DEBIT CA 27|ABNDRMAL 10707717
DEBIT CA 19|ABNDRMAL 10/07/17
DEBIT CA 5| ABHORMAL 10/07/17
DEBIT CA 36| ABNDRMAL 10/07/17
DEBIT CA 29| ABNORMAL 10/07/17¢
DEBIT CA 27| ABNDRMAL 10/07/17
DEBIT CA 1 20[ABNDRMAL 10707717

» Click on the title line to
sort by column

6]
0]
0]
8]
6]
6]
6]
0]
0]
6]
6]
6]
0]
0]
o
8]

H Inquiry m Tracker Review Activity Analysis

Export

Member Connect

Print Report Total # records

Total # abnormal
Total # high risk

View Configuration
Refresh List




Also sort by Due Diligence Codes

Monitor Abnormal Activity

nber group to monitor [ [BY INDIVIDUAL

itor transactions from 1st Month Prior - Monitoring settings are based on a date range of 1 month of activity
j if member age is below or above Include all activity for members with Due Diligence flag

DD Account Member Name Origin # Trans Trans Dollars Trans Dollars Risk Level  Last AT Tkr

AUDID RE 3, 000 ABHORHMAL 10707717
ATH HETU &6 | ABHORMAL 10707717
ATH HETW 33 |ABHORHMAL 10707717
ATH HETW T9|ABHORHMAL 10707717
ATH HETUY 101 |ABHORMAL 10707717
ATH HETW 31 |ABHORHMAL 10707717
ATH HETW 68 | ABHORMAL 10707717
ATH HETUW 48 | ABHORMAL 10707717
ATH HETW 63| ABMORMAL 10707717
AUDIO RE 2, 500|ABHORMAL 10707717
ATH HETW 28|HIGH RISK 10707717
ATH HETW 64| ABHORMAL 10707717
ACH HETUY 966 | ABMORMAL 10707717
ATH HETW 37 |ABHORMAL

ATH HETW 42| ABHORMAL 10707717
ATH HETU 54| ABHORMAL 10/07/17

o
o
o
o
o
o
o
o
o
o
o
o
o
o
0

Inquiry Tracker Review Activity Analysis




Due Diligence Code?

opt and implement a
b
/////' program

when transactions

|
| C
o)
2

e Diligence - Overview

iInfobase/pages manual/olm 013.htm



https://www.ffiec.gov/bsa_aml_infobase/pages_manual/olm_013.htm

Due Diligence Code? (Continued)

Session 1 CU*BASE GOLD Edition - Due Diligence Code Maintenance

e CU*BASE GOLD has nine
fields for you to

Z 1] DUE DILIGENCE CODE O
configure based on your I
Customer Due Diligence DUE DILIGENCE CODE
program

DUE DILIGEHCE CODE
DUE DILIGEHMCE CODE
DUE DILIGENCE CODE
DUE DILIGENCE CODE
DUE DILIGEHMCE CODE
DUE DILIGEHCE CODE
DUE DILIGEHMCE CODE

e Tool # 247

1
2
3
4
b
b
T
(i}
q

B = @ W | | (P




Examples of Due Diligence Code Configs

1
2
3
4
D
b
T
g
q

Description
DUE DILIGENCE CODE O
LOW RISK
MEDIUM RISK
HIGH RISK
OCCUPAT I0ONAL|
RESIDEHT HOM-ALIEHN
MOHEY SERVICE BUSIHNESS
MARIJUANA RELATED BUSIHESS
PEPS - POLITICAL EXPOSED
FRAUD




How to Code a Member

e Tool #15 Update Membership

File Edit Tools

Help

Update Membership

Individual

Name JANE A MEMBER

Account # 231

Scan e-Document
*|maging SSN 123-54-8210
Solutions | @ phoeto ID on file

Other Information
Reason code Qe E
o &3

User defined fields

Statement group

Opened May 16, 2008

Branch # B1 ST. JOE OFFICE

Electronic deposit hold group

ran source |D

Account exec
Employee type
Employee # [C]1 Proxy ballots

[#] Dividend withholding

[#] Exclude from dormancy

Department/sponsor #

Check hold status 1 E
Certification of 55N c E [C]Eorce monthly statement (Reg E override)
[#] 3rd-party opt out

[F]Exempt from CTR

Code word |SECRET Marital status

jane. member@test.com [z=sl

Reference CU contact opt out

Preferred contact method

Hp| [EY Home Phone

Mother's maiden name DOE
Email address

[C]Email address is wrong

Overdraft Service for ATM & Everyday Debit Card Transactions

Opt infout: [¥]IN = Member wants the CU to authorize & pay overdrafts on ATM & everyday debit card transactions
[[]OUT = Member does NOT want the CU to authorize & pay overdrafts on ATM & everyday debit card transactions

Verified Aug 04, 2016 By -5 NADIHE THOMAS

Skip Alternate Address Greeting Reg E Settings




Reports

* Due Diligence column in the Abnormal Activity Monitoring
e Tool #402 Insider Audit/Due Diligence Report

» Five different reports available

Response

Oct 2017  [5 [MMYY]

Report for period From [ [MMDDYYYY]
To £= [MMDDYYYY]

Report Options

Month/year to process

Reports to print:
[¥] Teller audit key review
Flag transactions greater than or equal to (whole $} Optional
[¥] Transaction activity review
Account status review
[¥] File maintenance review
[¥] Account access/security audit
[[] List only if access not granted

Data type

Hembers with DD flag -

2| (1-9; blank = all) Optional

Include due diligence monitoring level



go from there

2Se accounts?
to raise or lower a risk



Creating a New Memo Type Tracker

Memo Type Definition

Select tracker type AT E

Memo |ype Tracker |ype emo Type

| nange
ACH DEP HAINT
Attempt Hade
Bank Sec Delete
Bank Secrecy
Bank Sec Verifi
due date change
CTR Skip/fdelete
CTR FORH
CTR Submit/lock
Cass Passed

ription

Dormancy Delete
Dormancy Susp
Invalid E-mail
FIDH

ID Scan Passed

Change Display

|Son'ﬁackerType

» Tool #260 Configure Memo Type codes for

Trackers

Tracker type AT E
Memo type |HR

[Filsed for links to external documents:

Memo type description High Risk Rev

[[] Used for permanent underwriting comments

[Tl Used to monitor loan account daily for specific transaction activity (e.g., promise to pay)

Memo type for note when transaction occurs

Memo type for note when transaction does not occur




Printing Tracker Reports

Tool #664 Print Member Trackers

Report Options Response

Member account base range:
From | (blank for all) Opt ional
To (blank for all) Optional

Conversation date range:
From Jan 01, 2017 | [F [MMDDYYYY] (blank for all) Optional
To Oct 01, 2017 | [F [MMDDYYYY] (blank for all) Opticnal
Tracker type AT E AUDIT TRACKER (blank for all} Optional
Memo type HR E high risk rew (blank for all} Optional

Type of Employee to select below iZ) Tracker created by @ Conversation created by
Employee 1Ds (blank for all) Optional
Employee IDs (blank for all) Optional
Employee IDs (blank for all) Optional
Employee 1Ds (blank for all) Opticnal
Employee IDs (blank for all} Optional
Tracker selection (7) Open trackers ) Closed trackers @ Both

[C] Print summary page only

Print conversation detail




References and Contacts

rding-marijuana-

Jvilker@cuanswers.com

o e e
ksuite.com



http://www.ffiec.gov/bsa_aml_infobase
http://www.msb.gov/
https://www.fincen.gov/resources/statutes-regulations/guidance/bsa-expectations-regarding-marijuana-related-businesses
mailto:Marsha.sapino@cuanswers.com
mailto:Jvilker@cuanswers.com
http://www.auditlinksuite.com/

Questions?
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